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The Human Security Approach 
in Combating Cyber Terrorism: 
Perspective from ASEAN Member 
States 

Miftahul Ulum, Tamara Nair, Jompon Pitaksantayothin, 
Bora Park, and Faby Izaura Y. Barus 

Abstract 

This paper explores how ASEAN member states are adopting a human security 
approach to combat cyber terrorism. Traditional cybersecurity—centered on 
infrastructure protection and technical solutions—proves insufficient against 
complex threats like online radicalization. The human security perspective 
reframes cyber terrorism as a social and human challenge, focusing on the 
protection of individuals and communities. Through a qualitative case study 
approach, drawing on literature, surveys, and focus groups with cybersecurity 
stakeholders, the research finds that although the human security concept is
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acknowledged, its policy integration remains limited. Technical measures still 
dominate, but emerging initiatives emphasize community-based prevention, 
trust-building, and inclusion. A major obstacle is the lack of trust in digi-
tal spaces. Human-centered strategies require individuals to feel safe online, 
yet this is undermined by cyber threats and harmful actors. Moreover, coor-
dination between state and non-state actors is weak. Governments emphasize 
legal and technical responses, while civil society organizations focus on psy-
chosocial support and community resilience. Nevertheless, opportunities for 
collaboration are emerging. Public–private partnerships and local interventions 
offer potential for aligning efforts and enhancing the impact of cyber terror-
ism prevention. A shift toward inclusive, sustainable security models may help 
address the underlying drivers of extremism and foster long-term resilience in 
ASEAN societies. 

1 Introduction 

In the rapidly evolving digital landscape, cyber threats have become a critical 
issue for states and societies alike. Among the most concerning of these threats 
is cyber terrorism, which involves the use of digital technologies to intimidate or 
coerce governments or societies for political, religious, or ideological objectives 
(Jarvis et al., 2014). Despite its increasing significance, the academic discourse 
on cyber terrorism remains limited, particularly within the realm of cyber security 
studies. Much of the existing literature frames cyber terrorism within the broader 
context of terrorism studies, often focusing on ideological and operational aspects 
(Ranstorp, 2007). This approach leaves a gap in understanding the unique cyber 
security challenges posed by cyber terrorism, especially in the ASEAN region, 
where human security principles could provide new insights (Emmers, 2013). 

A notable real-world example of cyber terrorism is the WannaCry ransomware 
attack in 2017, which affected over 150 countries. The attack crippled critical 
infrastructure, including the UK’s National Health Service (NHS), endangering 
lives by disrupting essential healthcare services (Greenberg, 2017). This incident 
illustrates the direct human security implications of cyber terrorism, demon-
strating how cyber attacks can affect not only states but also individuals and 
communities. Similarly, the 2020 cyberattack on Singapore’s health database, 
which compromised the personal data of 1.5 million citizens, highlights the 
broader societal impacts of such attacks. The theft of sensitive information under-
mined public trust in government institutions and exposed individuals to potential 
identity theft and other harms (SingCERT, 2020). These incidents underscore the
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need to approach cyber terrorism from a cyber security perspective that priori-
tizes the protection of individuals and communities, particularly in ASEAN states 
where digital infrastructure is expanding but remains vulnerable (Choucri, 2012). 

Understanding cyber terrorism through the lens of cyber security is essential 
because it addresses the technical and infrastructural dimensions of the threat. 
Cyber security studies emphasize the vulnerabilities in information systems, 
networks, and critical infrastructures that cyber terrorists often exploit, while ter-
rorism studies focus on radicalization and operational tactics (Clarke & Knake, 
2010). In the ASEAN region, where rapid digitalization is taking place, these 
vulnerabilities are increasingly significant. For instance, cyber terrorists could 
target vital infrastructures such as power grids or financial institutions, as seen in 
recent cyber incidents across the region (SingCERT, 2020). Therefore, an inte-
grated approach combining both terrorism and cyber security studies is needed 
to fully grasp the scope of cyber terrorism in the ASEAN context. 

In ASEAN member states, efforts to counter cyber terrorism have largely 
focused on traditional security measures aimed at protecting critical infras-
tructure. For example, Indonesia’s National Cyber and Crypto Agency (BSSN) 
prioritizes the defense of critical digital infrastructure (Al Azhari, 2020). While 
these efforts are essential, they often overlook the social consequences of cyber 
terrorism, such as online radicalization and the spread of extremist ideologies. 
This is where the human security approach can offer a more holistic understand-
ing by emphasizing the protection of individuals and communities, rather than 
just state assets (Newman, 2010). A human security approach broadens the scope 
of protection by addressing the societal impacts of cyber terrorism, including the 
spread of disinformation, psychological harm, and social instability. 

The application of human security in cyber terrorism introduces a paradigm 
shift in how states approach the problem. Traditional security frameworks are 
state-centric, focusing on safeguarding national borders and infrastructure. These 
approaches prioritize military and technical measures, aiming to protect the state 
from external threats (Dunn Cavelty, 2012). However, cyber terrorism often tar-
gets vulnerable populations, exploits social divisions, and fosters disinformation, 
requiring a broader response. A human security approach shifts the focus from 
the state to the individual, emphasizing the need to protect people from threats 
that endanger their lives, livelihoods, and dignity (Kaldor, 2007). For instance, in 
Malaysia, community engagement programs and online literacy campaigns have 
been introduced to combat cyber radicalization, addressing both the technological 
and social dimensions of cyber terrorism (Ahmad & Yunos, 2019).
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Incorporating human security into cyber security strategies broadens the scope 
of protection. Instead of focusing solely on preventing cyberattacks, human secu-
rity considers the broader societal impacts of cyber terrorism, such as economic 
exploitation, the spread of extremist ideologies, and social divisions (Hamp-
son et al., 2002). By integrating human security, policymakers can address the 
root causes of cyber terrorism, including social inequality, lack of education, 
and psychological vulnerabilities, and develop more effective, people-centered 
responses. 

Empirical evidence from ASEAN member states suggests that cyber secu-
rity stakeholders primarily focus on traditional security measures (Krebs, 2016). 
These efforts are essential for protecting critical infrastructure, but they often 
overlook the societal impacts of cyber terrorism. Meanwhile, anti-terrorism insti-
tutions such as Indonesia’s Densus 88 concentrate on addressing the ideological 
drivers of terrorism, including the role of the internet in radicalizing individuals 
(Gunaratna & Iqbal, 2011). This division between cyber security stakeholders and 
anti-terrorism agencies highlights the need for a more integrated approach that 
combines both traditional and human security measures. 

This paper aims to fill this gap by examining the extent to which human secu-
rity principles are incorporated into cyber security strategies in ASEAN member 
states. Through a detailed analysis of these strategies, it will explore the chal-
lenges and opportunities in developing a comprehensive approach that addresses 
both state and individual security in the context of cyber terrorism. By bridging 
the gap between traditional and human security approaches, this research seeks to 
contribute to more effective strategies for combating cyber terrorism in ASEAN, 
ensuring the protection of both state and societal interests in the digital age. 

2 Theoretical Framework 

2.1 Definition and Principles of Traditional and Human 
Security Approaches 

Traditional security and human security represent two distinct paradigms in inter-
national relations and security studies, both applied by scholars to understand 
and address various forms of threats, including cyber terrorism. The traditional 
security approach, deeply rooted in the realist school of thought, places the 
state as the primary actor. It defines security in terms of protecting national 
borders, sovereignty, and critical infrastructure, focusing primarily on external 
threats such as military invasions or acts of terrorism. In the context of cyber
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terrorism, traditional security emphasizes the role of state institutions like intel-
ligence agencies, military forces, and law enforcement in safeguarding national 
infrastructure, including cyberspace. The central objective remains the protection 
of the state, often through deterrence, defense, and coercive measures, which 
involve technological safeguards such as encryption and firewalls (Buzan, 1991; 
Walt, 1991). 

The key principles of the traditional security approach include a zero-sum 
understanding of security, where the state’s gain in security might come at the 
expense of others. This approach relies heavily on hard power tools such as mil-
itary and intelligence capabilities, focusing on defending the state from external 
threats. Scholars applying this framework to cybersecurity studies often high-
light the role of national defense mechanisms in preventing cyberattacks on 
government and economic systems. This framework is predominantly reactive, 
emphasizing protection and defense against visible threats like cyberattacks on 
national infrastructures (Deibert & Rohozinski, 2010;  Nye  , 2011). 

On the other hand, the human security approach offers a broader and more 
inclusive perspective on security. Emerging from liberal and constructivist schools 
of thought, human security centers on the protection and well-being of individu-
als and communities, rather than focusing solely on the state. It includes a wide 
array of non-traditional threats such as economic insecurity, social inequality, and 
political repression, which may drive individuals toward radicalization. In com-
bating cyber terrorism, human security highlights the importance of addressing 
the social, psychological, and economic factors that make individuals vulnerable 
to extremist recruitment online (Kaldor, 2007; UNDP, 1994). 

The core principles of human security involve promoting human rights, 
addressing the root causes of insecurity like poverty and social injustice, and 
empowering communities to contribute to their own security. Scholars using 
this approach in cybersecurity often focus on digital literacy, promoting social 
inclusion, and creating resilient communities that are less vulnerable to extremist 
ideologies spread through digital platforms (Acharya, 2007;  Paris  , 2001). 

2.2 Comparison Between Traditional Security 
and Human Security Approaches in Cyber Terrorism 
Studies 

The differences between the traditional and human security approaches become 
evident when applied to cyber terrorism. Traditional security is state-centric and
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emphasizes external threats, including cyberattacks that target critical infrastruc-
ture or key national industries. Scholars following this approach in cyber terrorism 
studies focus on strengthening technological defenses, enhancing cybersecurity 
protocols, and bolstering state mechanisms for monitoring and preventing cyber 
threats. National intelligence agencies and military cyber divisions are typically 
seen as the frontline defenders in these scenarios (Clarke & Knake, 2012;  Rid  &  
Buchanan, 2015). 

In contrast, the human security approach shifts the focus from state institu-
tions to individuals and communities. Scholars adopting this perspective argue 
that the root causes of cyber terrorism often lie in social marginalization, lack of 
economic opportunity, and the psychological vulnerabilities of individuals sus-
ceptible to online radicalization. Human security approaches emphasize non-state 
actors, including civil society organizations, educational institutions, and private 
companies, in addressing these issues. Rather than relying purely on technical 
solutions, human security frameworks advocate for enhancing social resilience, 
improving digital education, and fostering socio-economic equality to prevent 
cyber radicalization (Choucri, 2012;  Nye  , 2011). 

This divergence in focus has practical implications. While traditional security 
scholars focus on protecting cyberspace as a state asset, human security schol-
ars view cyberspace as a social arena where vulnerabilities can be exploited to 
recruit individuals into radical ideologies. Scholars have noted that the tradi-
tional security approach tends to react to visible cyber threats, often overlooking 
the underlying socio-political conditions that lead to extremism online (Nye, 
2011). Conversely, the human security approach proactively addresses these root 
causes, aiming to prevent individuals from becoming radicalized in the first place 
(Acharya, 2007). 

2.3 The Relevance of These Approaches in Combating 
Cyber Terrorism 

In the context of cyber terrorism, both the traditional and human security 
approaches offer valuable but distinct frameworks for addressing the threat. The 
traditional approach, with its focus on defending national infrastructures through 
cyber defense mechanisms like encryption, intrusion detection systems, and state-
led cybersecurity initiatives, remains critical in protecting national interests from 
cyberattacks (Clarke & Knake, 2012). However, scholars have argued that these 
technical defenses alone are insufficient to combat the evolving nature of cyber
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terrorism, which increasingly exploits the psychological and social vulnerabilities 
of individuals (Deibert & Rohozinski, 2010). 

The human security approach offers a complementary framework by address-
ing these non-technical aspects of cyber terrorism. In ASEAN, for example, social 
and economic inequalities are often exploited by extremist organizations to recruit 
individuals online. Scholars using the human security framework emphasize the 
need for community engagement, trust-building, and the promotion of digital lit-
eracy to combat cyber radicalization. Such efforts aim to create a more resilient 
digital environment where individuals are less vulnerable to extremist narratives, 
thus complementing the traditional cybersecurity measures implemented by the 
state (Acharya, 2007; Choucri, 2012). 

The theoretical framework outlined above provides a critical lens for under-
standing the differing approaches scholars use when addressing cyber terrorism, 
particularly in the context of ASEAN member states. Both the traditional and 
human security approaches offer essential tools for combating cyber threats, 
but their distinct emphases on state versus individual security highlight the 
importance of applying a comprehensive strategy. 

In this article, the relevance of this framework becomes especially significant 
in ASEAN, where diverse socio-political landscapes, varying levels of digital 
literacy, and economic disparities create both unique challenges and opportuni-
ties. ASEAN member states, while generally relying on traditional state-centric 
measures, such as cybersecurity regulations, cyber defense mechanisms, and 
surveillance technologies—are increasingly recognizing the limitations of these 
approaches in addressing the root causes of online radicalization. 

The human security approach, with its emphasis on the well-being and secu-
rity of individuals, complements these traditional measures by addressing the 
socio-economic conditions and psychological factors that drive individuals toward 
extremist ideologies. In ASEAN countries, where social inequalities, youth unem-
ployment, and marginalization are prevalent, the human security framework 
provides a more inclusive and proactive strategy for preventing cyber terrorism. 
This framework promotes digital literacy, socio-economic resilience, and commu-
nity engagement as key measures in combating online radicalization. By focusing 
on the protection and empowerment of individuals and communities, ASEAN 
states can foster a more resilient digital environment, reducing vulnerabilities 
that cyber terrorists exploit. 

Moreover, the growing regional cooperation within ASEAN on cybersecurity 
issues, such as through the ASEAN Cyber Capacity Program (ACCP), under-
scores the need for a multi-dimensional approach to fighting cyber terrorism. 
While state-led initiatives remain crucial for securing national infrastructures,
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integrating human security principles into these strategies can enhance their 
effectiveness. This integration ensures that cybersecurity measures not only 
defend state interests but also protect the most vulnerable populations from the 
psychological and social tactics used by cyber terrorists. 

Thus, this article aims to demonstrate how a human security approach, when 
applied alongside traditional security measures, can offer a more comprehensive 
and sustainable framework for fighting cyber terrorism in ASEAN. The theoreti-
cal discussion reinforces the argument that ASEAN member states must embrace 
both frameworks, combining technological defenses with people-centered strate-
gies to address the complex, multi-faceted nature of cyber terrorism in the region. 
By doing so, ASEAN can strengthen its collective cybersecurity while also 
promoting social stability, inclusion, and resilience against extremism. 

3 Methodology 

The methodology of this study follows a qualitative case study approach, designed 
to explore how human security principles are integrated into the cybersecurity 
strategies of ASEAN member states, particularly in the fight against cyber terror-
ism. Given the multifaceted nature of cyber terrorism, the study adopts a range of 
data collection methods, including document and literature reviews, focus group 
discussions (FGDs), and surveys. This combination enables a comprehensive 
analysis of both state and non-state actors’ efforts to incorporate human secu-
rity into their cybersecurity approaches (Azzahidi & Muhammad, 2024;  Shin  &  
Hyun, 2022). 

The research process began with an extensive review of academic literature 
and policy documents. This initial phase provided a foundational understanding 
of cybersecurity and human security concepts, particularly within the ASEAN 
context. Through the review of key policy documents, such as ASEAN’s cyber-
security strategy and national cybersecurity policies of individual member states, 
the study identified gaps in the existing frameworks and the degree to which 
human security principles were included (Collins, 2019; Thuzar, 2020). Addi-
tionally, the academic literature was essential in forming a theoretical basis for 
the study, highlighting ongoing debates in the fields of cybersecurity and human 
security (Rathmell, 2017). 

Following the document and literature review, the second phase of data col-
lection involved conducting FGDs with 20 key stakeholders. The FGDs were 
held as part of the ASEAN-IPR Regional Conference on Cybersecurity 2025.
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This conference, funded by the ASEAN-Korea Cooperation Fund (AKCF), pro-
vided a platform for experts, policymakers, and practitioners to exchange insights 
on the integration of human security principles into cybersecurity strategies. 
These stakeholders, representing various sectors such as government agencies, 
law enforcement, civil society organizations, and cybersecurity experts, provided 
diverse insights into the real-world challenges of countering cyber terrorism. To 
complement the FGDs, a survey was administered to the same group of par-
ticipants. The survey was designed to capture individual perspectives on the 
application of human security in combating cyber terrorism, allowing for a mix 
of both quantitative and qualitative data (Caballero-Anthony, 2016). After con-
ducting the FGDs and surveys, a second round of document and literature review 
was undertaken to triangulate the findings and provide additional context (Shin & 
Hyun, 2022). 

The data collected from all these sources were then analyzed using content 
analysis. This method allowed for the systematic coding of data to identify 
key patterns, themes, and trends. The analysis focused on how human secu-
rity principles are either explicitly or implicitly included in policy documents, 
how stakeholders perceive these principles, and practical examples of their 
implementation in combating cyber terrorism. The content analysis revealed 
several important themes, such as the tension between state-centric and human-
centric approaches, the need for trust-building in cyberspace, and the value 
of community-based interventions as a complement to technical cybersecurity 
solutions (Rathmell, 2017; Thuzar, 2020). 

There are several strengths and weaknesses associated with this methodology. 
One of its key strengths is the triangulation of data from multiple sources, which 
provided a more holistic view of the research problem. The qualitative nature 
of the study allowed for an in-depth exploration of the human dimensions of 
cybersecurity, often overlooked in purely technical or quantitative studies. The 
use of FGDs, in particular, facilitated rich discussions and the sharing of diverse 
perspectives, especially in identifying challenges related to the application of the 
human security approach (Azzahidi & Muhammad, 2024). 

However, the methodology is not without its limitations. The subjectivity 
inherent in qualitative research, particularly in interpreting FGD data, poses the 
risk of researcher bias, although steps were taken to mitigate this. Moreover, 
the relatively small sample size of 20 participants limits the generalizability of 
the findings across all ASEAN member states (Caballero-Anthony, 2016). Addi-
tionally, the sensitive nature of cybersecurity often restricts access to detailed 
data, which posed challenges during the policy document analysis, especially 
concerning state security practices (Collins, 2019).
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Despite these limitations, the methodology employed in this study effec-
tively captures the complexities of integrating human security principles into 
ASEAN’s cybersecurity strategies. The combination of FGDs, surveys, and doc-
ument reviews provided valuable insights into the current state of cybersecurity 
in the region, highlighting both the challenges and opportunities for a more 
human-centered approach to countering cyber terrorism. 

4 Findings and Discussion 

4.1 The Extent of Integration of Human Security 
Principles in Cyber Security Strategies Against 
Cyber Terrorism 

State and non-state actors have increasingly recognized the need to integrate 
human security principles into their cybersecurity strategies to combat cyber 
terrorism. Unlike traditional cybersecurity approaches that focus on protecting 
state-centric systems and networks, human security prioritizes the well-being of 
individuals and communities, especially vulnerable groups. The extent of this 
integration, however, varies widely across regions and contexts. 

4.2 Evolving Definitions and Frameworks 

Key insights from focus group discussions highlighted the growing recognition of 
the importance of integrating human security principles into cybersecurity. Partic-
ipants emphasized the need to move beyond traditional technical safeguards and 
incorporate human security into the very definitions of cybersecurity. This shift 
involves addressing the broader societal and individual implications of cyberse-
curity strategies, with a focus on fostering trust, inclusivity, and peacebuilding. 
Similarly, participants advocated for a critical security approach that centers 
human rights, collaboration, and digital inclusion. These perspectives underscore 
the necessity of a mindset shift to prioritize human security, particularly in emerg-
ing cyber environments such as online gaming, which are increasingly exploited 
for radicalization.
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4.3 Regional and Sectoral Integration 

Across ASEAN countries, varying levels of success in integrating human security 
principles into cyber strategies are observed: 

4.3.1 Philippines 
The Philippines demonstrates a strong focus on human security through 
community-based initiatives. Programs supporting the reintegration of former 
rebels align with human security principles by addressing psychological recovery 
and societal reintegration (SecurityMatters, 2025; Tangging, 2023). Additionally, 
the Commission on Women’s advocacy for gender-sensitive cybersecurity policies 
reflects the prioritization of vulnerable groups, particularly women and children, 
who face unique challenges in cyberspace (Philippines WPS Country Brief, 2025; 
UN Women, 2025; UN Women, UNDP, & UNFPA, 2025). 

4.3.2 Indonesia 
In Indonesia, collaboration with the Ministry of Women’s Empowerment and 
Child Protection has advanced tailored deradicalization programs and public 
awareness campaigns (Asia Pacific Center for Security Studies, 2015; Setkab, 
2020). These efforts focus on addressing the specific vulnerabilities of women and 
children, as well as engaging them in counter-terrorism initiatives (Asia Pacific 
Center for Security Studies, 2015). Additionally, the government has begun 
tackling new threats, such as the radicalization of youth through online gam-
ing platforms, though existing frameworks still need to adapt to these evolving 
challenges (Wildan, 2024). 

4.3.3 Malaysia and ASEAN Initiatives 
Malaysia has strengthened its cybersecurity through international collaborations, 
including drills and partnerships that enhance self-reliance in cyberspace (Axiata, 
2024; Mohamed, 2013). ASEAN-wide initiatives, such as ASEAN-Japan Cooper-
ation, have focused on improving cybersecurity systems in less secure countries, 
providing training programs, and raising security awareness (Bangkok Post, 2024; 
Gerry & Moore, 2015;  JAIF  , 2024a). The ASEAN Regional Forum (ARF) has 
also emphasized regional cooperation through seminars on cyber terrorism, fos-
tering threat notifications and diplomatic prevention strategies (CCDCOE, 2013; 
Moslemzadeh Tehrani et al., 2013). These initiatives collectively demonstrate a 
commitment to protecting individuals and communities from cyber threats.
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4.3.4 Singapore 
In Singapore, the primary domestic terrorism threat emanates from self-
radicalized individuals influenced by violent extremist materials online (SG101, 
2024; Singapore Government, n.d.). The utilization of online and digital com-
munications networks for terrorist recruitment poses challenges for authorities in 
detecting radicalized individuals. The phenomenon of self-radicalization in Sin-
gapore experienced a significant increase after 2015, following the emergence 
of ISIS (SG101, 2024). Regular counter-terrorism exercises are conducted to 
enhance operational preparedness (Singapore Government, n.d.). 

In addition to operational responses from authorities, community engagement 
is crucial in the effort to counter terrorism. The SGSecure movement aims to sen-
sitize, train, and mobilize the community in this endeavor (SGSecure, 2024). Led 
by the Ministry of Home Affairs, this national initiative is supported by six part-
ner agencies, including the Ministry of Culture, Community & Youth, Ministry of 
Communications and Information, Ministry of Defence, Ministry of Education, 
Ministry of Manpower, and the People’s Association, to engage various segments 
of society such as religious and community groups, media, schools, NS and Home 
Team volunteer community, workplaces, and neighborhoods (SGSecure, 2024). 
SGSecure programs enhance community awareness, vigilance, and cohesion 
against terrorism while also improving community emergency preparedness. 

To mitigate the potential for actions by a small and isolated group of mis-
guided Muslims to result in distrust and suspicion among Singaporeans, the 
government established the Inter-Racial Confidence Circles, which were renamed 
in 2007 as Inter-Racial and Religious Confidence Circles. These entities serve as 
platforms for leaders of various racial and religious communities to interact and 
foster trust and amity (SG101, 2024). 

4.3.5 Thailand 
Thailand’s commitment to data protection, as evidenced by the Personal Data 
Protection Act (PDPA), lays a strong foundation for integrating human security 
principles into its cyber strategies (Chambers & Partners, 2025). The PDPA’s 
emphasis on individual rights, such as privacy and data control, aligns with the 
core of human security, which prioritizes the well-being and dignity of individuals 
in the digital realm. By ensuring responsible data handling and promoting trans-
parency, the PDPA fosters trust and accountability, crucial elements for creating 
a secure and inclusive online environment. 

Moreover, Thailand’s active participation in regional cybersecurity initiatives, 
such as those under the ASEAN framework, demonstrates a commitment to 
collaborative efforts in addressing cyber threats. These initiatives often involve
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capacity-building programs, information sharing, and joint exercises aimed at 
strengthening cybersecurity infrastructure and response mechanisms (Bangkok 
Post, 2024; Cyble, 2025; Sattar, 2022). 

4.3.6 ASEAN Cybersecurity Strategy (CCS) 2021–2025 
The discussion underscored ASEAN’s unwavering commitment to advanc-
ing its cybersecurity strategy. Although ASEAN’s cybersecurity frameworks 
do not explicitly align with the human security paradigm, the principles of 
human security-protection of individuals, community well-being, inclusivity, and 
accountability-are embedded within these initiatives (ASEAN, 2021;  Sari  , 2023). 
This is evident in several key areas: 

Firstly, the strategy aims to create a secure and resilient cyberspace that under-
pins ASEAN’s digital ambitions, which include improving the lives of ASEAN 
citizens, fostering regional economic growth, and building a leading digital 
community (ASEAN, 2021;  Sari  , 2023). 
Secondly, the strategy also emphasizes the importance of promoting cyber 
hygiene and digital inclusion to ensure that individuals and communities are 
able to protect themselves from cyber threats. This is essential for building 
trust in the digital space and ensuring that everyone can benefit from the 
opportunities it presents (ASEAN, 2021). 
Thirdly, the strategy focuses on building the cybersecurity skills and knowl-
edge of individuals and communities through multi-disciplinary, modular, and 
measurable capacity-building programs. This will help to ensure that ASEAN 
is well-prepared to address the challenges of the digital age and protect its 
citizens from cyber threats (ASEAN, 2021;  Sari  , 2023). 

4.4 Contribution by Non-state Actors 

Non-state actors, including civil society organizations (CSOs), private sector 
entities, and regional coalitions, are indispensable in embedding human secu-
rity principles into cybersecurity strategies. Civil society organizations often 
lead advocacy efforts to promote a human-centric approach, emphasizing the 
protection of privacy, trust-building, and human rights in cyberspace. These orga-
nizations have a growing influence on policymaking processes across Southeast 
Asia, pushing for cybersecurity frameworks that address the specific vulnerabil-
ities faced by individuals and communities (Caballero-Anthony, 2016;  Shin  &  
Hyun, 2022).
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The private sector plays a pivotal role by driving community-based cyberse-
curity initiatives. These include funding and implementing programs aimed at 
increasing digital literacy and resilience among local populations. Such efforts 
help bridge critical gaps in cybersecurity awareness and equip individuals with 
the knowledge to protect themselves against digital threats. As noted by Rathmell 
(2017), private-sector engagement fosters innovation in applying human-centric 
solutions to complex cybersecurity challenges. 

Community-based interventions led by non-state actors, such as digital lit-
eracy campaigns and public awareness programs, are equally vital in building 
cybersecurity resilience. These programs empower local communities to actively 
participate in their own protection, fostering a more human-focused approach to 
cybersecurity. For instance, Thuzar (2020) highlights the effectiveness of such 
interventions in enhancing grassroots participation, particularly in regions with 
limited access to formal cybersecurity resources. 

Despite these contributions, several challenges impede the consistent applica-
tion of human security principles. Coordination gaps between state and non-state 
actors undermine collaborative efforts, often leading to fragmented strategies and 
inefficiencies. Furthermore, the varying levels of digital literacy across ASEAN 
populations exacerbate disparities in cybersecurity preparedness, as individuals 
in less developed regions remain disproportionately vulnerable to cyber threats 
(Collins, 2019; Shin & Hyun, 2022). These challenges underscore the impor-
tance of fostering stronger partnerships between governments, civil society, and 
the private sector to create cohesive and inclusive cybersecurity frameworks 
(Azzahidi & Muhammad, 2024). 

4.5 Predominant Strategies Used by State 
and Non-State Actors Within ASEAN Members 

Cybersecurity strategies across ASEAN nations illustrate a dynamic interplay 
between traditional state-centric security and human security approaches. While 
the region predominantly embraces traditional security models emphasizing 
sovereignty, law enforcement, and technological controls, there is an emerging 
shift towards human-centered strategies that prioritize inclusion, resilience, and 
well-being. This duality reflects both the constraints and potential of ASEAN’s 
geopolitical culture in addressing evolving digital threats.
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4.5.1 Legal Frameworks and Technological Interventions 
A cornerstone of traditional cybersecurity strategies lies in the use of legal 
frameworks and technological interventions. These measures are often rooted 
in state-centric paradigms that prioritize control, deterrence, and infrastructure 
protection. For instance, Indonesia’s efforts to remove harmful online content 
and prosecute cybercrimes exemplify a traditional, state-led enforcement strategy 
(SA1/M/FGD, 2024). The Philippines follows a multi-agency model that blends 
legal action and digital investigation to tackle online harassment and extrem-
ist content (SA2/F/FGD, 2024). Singapore and Malaysia have invested heavily in 
Security Operations Centers (SOCs) and other technological systems that provide 
real-time threat detection, reflecting strong traditional security logic. 

However, while these responses effectively strengthen national cyber defense, 
they may neglect rights-based and community-centered considerations, as pointed 
out by Strating et al. (2024), who argue that ASEAN’s legal responses often lack 
a human security lens. Despite these limitations, Computer Emergency Response 
Teams (CERTs)—such as SingCERT and ID-SIRTII—offer an important bridge. 
Their coordination roles and emphasis on rapid information sharing enable a more 
responsive and cooperative model, which, if enhanced with user-focused support, 
could better align with human security principles. 

4.5.2 Public Awareness Campaigns 
Public education is increasingly recognized as essential to cybersecurity 
resilience. Traditional awareness campaigns focus on educating citizens about 
digital risks and hygiene. For example, Thailand’s “Cyber Immunity” cam-
paign and the Philippines’ “CyberSafe” initiative concentrate on protecting 
users through digital literacy. By contrast, human security-driven efforts seek 
to empower individuals as active agents in their own defense. Finland’s counter-
narrative integration into education is an instructive model, emphasizing internal 
resilience over mere compliance. Some ASEAN states—like Singapore and 
Malaysia, through integration of cyber hygiene in school curricula—are inching 
closer to this empowerment-based model (NSA1/M/FGD, 2024). This divergence 
reflects the broader tension in ASEAN between state-dominated narratives and 
the need for community resilience, as highlighted by Miller et al. (2022). While 
ASEAN’s political culture tends to resist overt confrontation and intervention, 
these softer strategies represent incremental shifts toward broader well-being 
considerations.
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4.5.3 Inclusion and Engagement 
Human security strategies strongly emphasize inclusion, especially of marginal-
ized groups. For example, Indonesia’s engagement of women in counterterrorism 
communication efforts exemplifies the recognition of diverse societal roles in 
fostering resilience (NSA2/F/FGD, 2024). Cyber Peace Philippines, through its 
promotion of digital citizenship and de-radicalization, shows how non-state actors 
help advance human security goals (SA6/F/FGD, 2024). In Vietnam, cybersecu-
rity outreach and training for rural populations reflect efforts to bridge the digital 
divide—a fundamental aspect of inclusive security (NSA4/M/FGD, 2024). Yet, 
regional political norms, such as non-interference, can limit how far these inclu-
sive practices extend across ASEAN. Nevertheless, these examples underscore the 
crucial role that civil society and local communities play in reinforcing cyberse-
curity at the grassroots level—highlighting the importance of non-state actors in 
advancing human-centered cybersecurity (Gargiulo et al., 2024). 

4.5.4 AI and Data Analytics 
The rise of AI and data analytics presents both opportunities and dilemmas. 
Traditional uses of AI—such as surveillance or content control—align with state-
centered security logic, prioritizing monitoring and enforcement. For example, 
Singapore’s use of AI for anomaly detection strengthens infrastructure defense, a 
hallmark of traditional approaches (SA7/M/FGD, 2024). On the other hand, AI-
driven sentiment analysis and early warning systems, like those in the Philippines, 
open possibilities for proactive and preventive measures rooted in commu-
nity needs—provided these tools are deployed ethically and with transparency 
(GSMA, 2022). This dual use of AI reflects broader ASEAN dynamics: the 
potential of technology to reinforce state power, but also to enhance community 
resilience when aligned with human security goals. 

4.5.5 Support for Victims and Vulnerable Groups 
Human security principles are clearest in strategies that prioritize victim sup-
port. In the Philippines, victims of cyber harassment receive legal assistance and 
counseling, with policies addressing intersectional vulnerabilities (NSA3/F/FGD, 
2024). Similarly, South Korea’s public–private programs to support GBV victims 
in cyberspace underscore the need for targeted and empathetic responses (SA3/F/ 
FGD, 2024). Such practices contrast with more punitive or enforcement-centered 
approaches, reaffirming that security must address harm, not just threats. These 
victim-centered strategies reflect a deep alignment with the broader well-being 
emphasis of human security frameworks, contributing to more comprehensive 
cyber resilience.
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4.5.6 Community-Based Interventions 
Community-based approaches are among the most robust examples of human 
security in action. Programs such as the reintegration of former rebels in the 
Philippines’ Davao Oriental, as discussed by Golez (2018) and SA2/F/FGD 
(2024), reflect a holistic focus on psychological recovery, livelihood support, 
and social inclusion. These efforts embody the human security ethos: address-
ing root causes, promoting peace, and reintegrating individuals into society. 
Although often under-supported by national governments due to ASEAN’s tra-
ditional norms, such localized programs exemplify sustainable, people-centered 
security solutions. 

4.6 The Efficacy of Current Efforts 

The effectiveness of efforts by state and non-state actors to address online rad-
icalization from a human security perspective is mixed. While there is growing 
awareness of the need to incorporate human security principles, focusing on 
trust-building, community resilience, and addressing underlying social and psy-
chological factors—these efforts remain in the early stages and face significant 
challenges. 

5 Strengths of Current Efforts 

5.1 Integration of Human Security Principles 

Some initiatives have made strides in addressing the root causes of radicalization 
by incorporating human security elements. For example, in the Philippines, com-
munity reintegration programs designed to reintegrate former rebels into society 
reflect a holistic approach (SA2/F/FGD, 2024). These programs address both the 
psychological and societal reintegration needs of individuals, demonstrating an 
understanding of the complex factors involved in radicalization. 

Indonesia’s efforts to engage female actors as credible messengers and pro-
mote inclusion in counter-extremism efforts also demonstrate the application 
of human security principles (NSA2/F/FGD, 2024). This approach recognizes 
the importance of addressing community and cultural dynamics in countering 
extremism and leverages the influence of women in these efforts. Furthermore, 
the inclusion of gender perspectives in cybersecurity policies, such as initia-
tives targeting online gender-based violence (GBV), represents progress toward a
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more nuanced understanding of radicalization’s impact on vulnerable groups. This 
highlights a growing recognition that radicalization and its effects are not uni-
form across populations and that tailored approaches are necessary to effectively 
address the specific vulnerabilities faced by different groups. 

5.2 Digital Literacy and Awareness Campaigns 

Efforts to promote digital literacy and counter misinformation are vital in empow-
ering communities and fostering resilience against cyber threats. These initiatives 
recognize that knowledge and awareness are crucial tools in enabling individuals 
to navigate the digital landscape safely and responsibly. 

For example, in Indonesia, counter-narrative efforts are embedded in some 
educational initiatives (NSA2/F/FGD, 2024). This approach aims to address vul-
nerabilities and build community resilience by equipping individuals with the 
critical thinking skills and knowledge necessary to resist misinformation and 
extremist narratives. Similarly, ASEAN-Japan cooperation emphasizes awareness 
campaigns and training programs. These efforts aim to enhance cybersecurity and 
protect vulnerable populations, including children, from online threats, highlight-
ing the importance of international collaboration in promoting digital literacy and 
awareness across borders (Gerry & Moore, 2015). 

5.3 Role of Non-state Actors 

Non-state actors have played a crucial role in advancing cybersecurity gover-
nance, particularly in areas where state actors may lack proactive measures or 
the capacity to respond effectively. These actors often bring unique expertise, 
resources, and perspectives to the challenges of cybersecurity. For instance, pri-
vate sector organizations, such as financial institutions, have self-regulated to 
establish secure communication standards. This self-regulation demonstrates a 
proactive approach to enhancing security and building trust within their sec-
tor (Hoong et al., 2024). Furthermore, technology companies contribute by 
developing tools designed to counter disinformation and online radicalization. 
While challenges remain in their enforcement due to factors like encryption and 
scale, these efforts highlight the important role that private companies play in 
developing and implementing solutions to address complex cybersecurity threats.
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5.4 Use of Artificial Intelligence 

Artificial intelligence (AI) is increasingly being employed to detect and counter 
various cyber threats, including disinformation and psychological operations. This 
reflects a growing reliance on technology to address the evolving challenges of 
cybersecurity. AI tools are being deployed to monitor extremist content, analyze 
trends in radicalization, and counter polarization and political violence (Burton, 
2023). These applications demonstrate the potential of AI to enhance cyberse-
curity efforts. However, it is critical to ensure responsible AI use. This involves 
careful consideration of ethical implications and potential biases to ensure that AI 
applications align with human security principles and do not inadvertently cause 
harm or infringe on individual rights. 

5.5 Community-Centered Initiatives 

Community-centered initiatives have emerged as a cornerstone of ASEAN 
member states’ strategies to prevent and counter radicalization and violent 
extremism, demonstrating notable strengths across diverse national contexts. 
These approaches leverage the unique insights, trust, and social capital of local 
actors-such as community leaders, educators, religious figures, and grassroots 
organizations-to detect early warning signs, foster resilience, and disrupt extrem-
ist narratives before they escalate. For instance, Indonesia’s integration of civil 
society and local foundations in educational and dialogue-based programs has 
empowered communities to build resistance against radical ideologies (Global 
Strategis, 2022; Indonesian Journal of International Clinical Legal Education, 
2021). In the Philippines, the active participation of NGOs and community mem-
bers in program design and implementation has enhanced the relevance and 
sustainability of counter-radicalization efforts, while also fostering a sense of 
ownership and self-reliance among beneficiaries (Philippines Government, 2020). 
Singapore’s SGSecure movement and interfaith dialogue platforms illustrate how 
state-led, community-embedded programs can strengthen social cohesion and 
preparedness (Hussin, 2022; SGSecure, 2025). Thailand’s inclusive, consulta-
tive dialogues with minority and youth groups, and Vietnam’s mobilization of 
mass organizations, further highlight the adaptability of this approach to differ-
ent political and cultural settings (ASEAN-IPR CyberCon, 2025; United Nations, 
2023). These examples align with ASEAN’s Plan of Action, which emphasizes 
engaging communities, promoting dialogue, and building trust between vulnera-
ble populations and law enforcement as essential components of an integrated,
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evidence-based response to radicalization (ASEAN, 2018). By rooting prevention 
efforts in community engagement, ASEAN member states not only address the 
local drivers of extremism but also reinforce democratic values, social harmony, 
and regional stability. 

5.6 Public–Private Partnerships 

ASEAN member states have demonstrated significant strengths in addressing 
cyber radicalisation through the adoption of Public–Private Partnerships (PPPs). 
These partnerships are embedded in ASEAN’s regional strategies, such as the 
ASEAN Plan of Action to Prevent and Counter the Rise of Radicalisation and 
Violent Extremism, which explicitly encourages collaboration with the business 
community to research and counter the misuse of the internet and social media 
by violent extremists (ASEAN, 2018). PPPs enable the pooling of resources, 
expertise, and technology from both government and industry, bridging technical 
and operational gaps that individual sectors might face alone (OpenGov Asia, 
2023). By leveraging private sector innovation-especially in cybersecurity, artifi-
cial intelligence, and data analytics-ASEAN governments can more effectively 
detect, disrupt, and prevent online radicalisation, disinformation, and terrorist 
financing (Tay, 2023). 

Regional initiatives such as the Monetary Authority of Singapore’s collab-
oration with the Financial Services Information Sharing and Analysis Center, 
the ASEAN Regional Computer Emergency Response Team (CERT), and the 
ASEAN Cybersecurity Resilience and Information Sharing Platform (CRISP) 
further illustrate how PPPs facilitate information sharing, capacity building, and 
coordinated incident response across member states (CSIS, 2024; RSIS, 2024). 
These efforts are complemented by ASEAN’s focus on inclusive stakeholder 
engagement, capacity building, and harmonized cybersecurity policies, which col-
lectively foster trust, bridge skill gaps, and ensure a more resilient and secure 
digital environment for both people and businesses in the region (OpenGov 
Asia, 2023; RSIS, 2024). While challenges remain in harmonizing approaches 
and bridging readiness gaps among member states, the integration of PPPs into 
ASEAN’s cybersecurity and counter-radicalisation frameworks stands out as a 
key strength, enhancing both regional preparedness and the ability to respond to 
evolving online threats (ASEAN, 2018;  Tay  , 2023).
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5.7 Focus on Youth and Education 

Regional initiatives across Southeast Asia are increasingly prioritizing digital 
literacy and youth empowerment as key strategies to mitigate the influence of 
extremist propaganda. In the Philippines, programs such as the Cyber for Peace 
Initiative integrate technology into educational curricula, equipping students with 
critical online safety skills and fostering resilience against harmful narratives. 
This approach aligns with broader findings that youth-led organizations in the 
Philippines, like KRIS and the Youth for Peace Movement, effectively use digital 
platforms to promote peace, challenge extremist content, and advocate for positive 
values through both online and offline activities (GNET, 2024). These initiatives 
not only address immediate threats but also build long-term community resilience 
by empowering young people to become proactive agents of change. 

Similarly, Indonesia has seen the rise of youth-led programs that mobilize 
university students as digital ambassadors, leveraging peer-to-peer influence to 
counter extremist narratives on social media. Initiatives such as the Media and 
Information Literacy (MIL) workshops organized by the National Counterterror-
ism Agency (BNPT) and Hedayah focus on equipping students with the skills 
to identify, analyze, and respond to online extremism (BINUS University, 2025). 
Academic research further highlights the effectiveness of these strategies, noting 
that youth-driven counter-narrative campaigns-such as those run by GP Ansor’s 
Ansor Cyber Army-play a pivotal role in promoting tolerance and digital literacy, 
thereby increasing public understanding of pluralism and reducing the appeal of 
radical ideologies (Jazuli, 2016; Satriawan et al., 2019). Collectively, these dual 
approaches-integrating digital literacy into education and fostering direct youth 
engagement-have been recognized as best practices for building digital resilience 
and strengthening societal defenses against online extremism (GNET, 2024). 

5.8 Regional Cooperation and Knowledge Sharing 

ASEAN’s implementation of cyber norms has significantly strengthened intel-
ligence sharing and collective cybersecurity capacity among its member states, 
particularly in addressing threats related to radicalization and cross-border cyber-
crime. The establishment of mechanisms such as the ASEAN Regional Computer 
Emergency Response Team (CERT) exemplifies this collaborative approach, facil-
itating timely information exchange, joint capacity-building, and coordinated 
incident response across the region (ASEAN, 2021). These efforts go beyond
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basic information sharing by incorporating standardized protocols, regional cyber-
security exercises, and the development of a point-of-contact network among 
national CERTs, thereby enhancing both operational coordination and mutual 
trust (ASEAN, 2021). Academic analysis highlights that such confidence-building 
measures and capacity-building initiatives are essential first steps in establishing 
effective region-wide cyber norms, especially given the varying levels of cyber 
maturity among member states (Ang, 2020;  Kshetri  , 2021). 

Moreover, ASEAN is actively working toward a comprehensive regional 
cybersecurity framework that includes harmonizing legal standards, promot-
ing best practices, and fostering public–private partnerships (Neumetric, 2024; 
OpenGov Asia, 2023). The launch of initiatives like the ASEAN-Japan Cyberse-
curity Community Alliance’s Threat Intelligence Sharing Working Group further 
demonstrates ASEAN’s commitment to structured intelligence sharing and collab-
orative threat analysis (AJCCA, 2025). Scholars note that these multistakeholder 
efforts-engaging governments, industry, and academia-are vital for operational-
izing cyber norms and ensuring that policies are both practical and adaptable 
to the rapidly evolving threat landscape (ASPI, 2025;  Kshetri  , 2021). By insti-
tutionalizing regular dialogues, joint training, and regional exercises, ASEAN’s 
approach not only addresses immediate cyber threats but also builds long-term 
resilience, reinforcing the interconnectedness of digital security and regional 
stability (ASEAN, 2021; CSIS, 2024). 

5.9 Effectiveness in ASEAN: A Regional Perspective 

ASEAN member states’ efforts to counter radicalization and violent extremism 
indeed reflect a blend of traditional and human security approaches, with mixed 
outcomes. The traditional security paradigm, rooted in ASEAN’s longstanding 
principles of state sovereignty and non-interference, has historically prioritized 
law enforcement, criminalization, and state-centric responses over rights-based or 
community-centered strategies (Jones, 2010; Strating et al., 2024). This approach 
is evident in the ASEAN Plan of Action to Prevent and Counter the Rise of Rad-
icalisation and Violent Extremism (2018–2025), which emphasizes strengthening 
national legislation, law enforcement capacity, and regional intelligence sharing 
as primary tools for countering radicalization (ASEAN, 2018). While these mea-
sures have contributed to regional stability, scholars argue that the rigidity of the 
non-interference principle and the consensus-based “ASEAN Way” can limit the 
effectiveness of collective action and the adoption of more holistic, preventive 
strategies (Katsumata, 2003; Nishikawa, 2010).
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At the same time, there is growing recognition of the value of human security 
approaches, which focus on addressing the root causes of radicalization by tack-
ling social grievances, marginalization, and vulnerabilities within communities 
(Hastings & Raghavan, 2015; UNODC, 2022). Tools such as the Human Security 
Index provide frameworks for assessing these vulnerabilities, but their application 
remains uneven across ASEAN due to varying levels of political will, resources, 
and institutional capacity (Hastings & Raghavan, 2015). Recent initiatives, such 
as Indonesia’s adoption of a human security framework in its National Plan of 
Action against Violent Extremism, demonstrate promising progress by integrating 
community engagement, gender perspectives, and digital literacy into prevention 
efforts (UNODC, 2022). However, the lack of enforceable regional mechanisms 
and the underutilization of non-state actors continue to hinder the full realiza-
tion of human security objectives (ASEAN-IPR CyberCon, 2025; Peou, 2015). 
Even with international cooperation-such as cybersecurity partnerships with Japan 
and capacity-building programs like the ASEAN-Japan Cybersecurity Capacity 
Building Centre-gaps remain in harmonizing legal frameworks, sharing best prac-
tices, and addressing the structural and psychological drivers of radicalization 
(JAIF, 2024b). Bridging these divides requires a nuanced, inclusive approach that 
balances state security concerns with people-centered strategies and fosters col-
laboration across government, civil society, and regional partners (Nishikawa, 
2010; UNODC, 2022). 

5.10 Identified Gaps and Challenges of Integration 

Implementing a human security approach to counter terrorist group activities in 
cyberspace faces several interrelated gaps and challenges. While the principles 
of human security prioritize the protection of individuals and communities by 
addressing the root causes of insecurity, their application in cyberspace requires 
overcoming significant structural, technical, and social barriers. 

6 Key Gaps and Challenges 

6.1 The Elusive Foundation of Trust in Cyberspace 

A fundamental obstacle to the effective application of human security princi-
ples in the digital realm is the pervasive lack of trust. This deficiency stems 
from two critical issues: first, the inherent opacity of online interactions, where
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confidentiality often obscures transparency, hindering the verification of platform 
security and the establishment of reliable digital relationships. Second, a prevalent 
distrust in institutions, both governmental and private, arises from the delicate bal-
ance between transparency and confidentiality (SA1/M/FGD, 2024; SA5/M/FGD, 
2024). When accountability falters, and stakeholders fail to uphold their respon-
sibilities, public confidence erodes, undermining the very foundation of secure 
and inclusive digital environments. 

6.2 Fragmented and Insufficient Frameworks 

Current cybersecurity policies frequently prioritize national security interests over 
the broader imperatives of human security, resulting in fragmented and non-
comprehensive frameworks. This is particularly evident in the ASEAN region, 
where the absence of a unified legal framework for addressing cyberterrorism, 
as highlighted by Onyeji et al. (2014), impedes collective action. Furthermore, 
a significant disconnect exists between state and non-state actors, leading to 
inconsistent implementation of human security principles. This fragmentation 
necessitates a paradigm shift towards a more holistic and collaborative approach 
that integrates human security considerations into cybersecurity strategies and 
fosters greater cooperation among all stakeholders (NSA3/F/FGD, 2024; SA3/F/ 
FGD, 2024). 

6.3 The Blurred Lines of Threat Actors 

The increasingly blurred distinction between criminal actors, extremist groups, 
and state-sponsored cyber aggressors presents a formidable challenge to effective 
cyber threat mitigation (NSA2/F/FGD, 2024; NSA6/M/FGD, 2024). The over-
lapping motivations of these diverse actors, who frequently exploit the same 
digital tools, complicate the development of targeted interventions. Moreover, 
the transnational nature of cyber operations and the complexities of jurisdic-
tional boundaries further hinder the attribution and prosecution of cyberterrorists. 
This necessitates enhanced international cooperation, standardized legal frame-
works, and advanced forensic capabilities to effectively address the evolving and 
multifaceted nature of cyber threats (NSA4/M/FGD, 2024).
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6.4 The Inherent Biases and Ethical Quandaries 
of Technology 

While digital tools, particularly AI, hold promise for countering online extrem-
ism, their application is often marred by inherent biases and ethical quandaries. 
The risk of AI tools perpetuating and amplifying existing social and cultural 
biases, as emphasized by SA5/M/FGD (2024) and NSA5/M/FGD (2024), directly 
undermines the pursuit of equitable human security. Furthermore, the significant 
influence of private sector entities in the development of these digital tools, cou-
pled with limited public oversight, raises critical concerns about their alignment 
with human security priorities, as noted by Reveron and Savage (2020). This 
necessitates a robust framework for ethical AI development and deployment, 
prioritizing transparency, accountability, and the mitigation of algorithmic biases. 

6.5 The Neglect of Gender and Age Sensitivity 

A critical deficiency in current cybersecurity policies is the lack of gender-
sensitive and age-appropriate approaches. This oversight disproportionately 
affects marginalized groups, particularly women, children, and young people, 
who are rendered more vulnerable to online extremism, as highlighted by NSA2/ 
F/FGD (2024). Furthermore, the prevalence of male-dominated legal frameworks 
in many countries fails to adequately address the specific vulnerabilities of women 
and children in cyberspace (NSA3/F/FGD, 2024). This necessitates a paradigm 
shift towards inclusive cybersecurity policies that incorporate gender-sensitive and 
age-appropriate considerations, ensuring the protection of all individuals in the 
digital realm. 

6.6 The Exacerbating Influence of Technological 
and Financial Disparities 

Significant disparities in technological capabilities and financial resources amplify 
the digital divide, particularly within regions like ASEAN, hindering the effective 
implementation of human security approaches. The lack of technical expertise 
among ASEAN member states necessitates targeted capacity-building efforts to 
address critical gaps in cybersecurity skills, as emphasized by Chambers et al. 
(2004). Moreover, uneven technological development and inadequate cybersecu-
rity infrastructure, as noted by Song and Hou (2024), create substantial barriers
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to the adoption of human security principles. This necessitates a concerted effort 
to bridge the digital divide through investments in infrastructure development, 
skills training, and international collaboration, ensuring equitable access to digital 
security for all. 

6.7 Emerging Threats on New Platforms 

A critical oversight in current human security strategies is the insufficient focus on 
emerging threats, particularly the growing exploitation of newer digital platforms, 
such as online gaming, for radicalization (NSA1/M/FGD, 2024). These platforms 
present underexplored vulnerabilities, as the complex dynamics of radicalization 
within gaming environments remain largely under-researched and poorly under-
stood (NSA5/M/FGD, 2024). This necessitates urgent attention to developing 
targeted strategies that address the unique characteristics of these platforms and 
mitigate the risks they pose. 

6.8 Private Sector Involvement and Governance 

The increasing reliance on private sector entities for cybersecurity solutions 
introduces complex governance challenges, particularly in aligning commercial 
interests with human security goals (NSA3/M/FGD, 2024). The widespread 
use of encryption technologies and the sheer scale of operations by technol-
ogy companies significantly impede law enforcement’s ability to access critical 
data, hindering investigations and threat mitigation efforts (NSA4/M/FGD, 2024). 
Furthermore, the global business models of information and communications 
technology (ICT) companies, which often prioritize profit maximization, can con-
flict with national or community security concerns, as highlighted by Reveron 
and Savage (2020). This necessitates a collaborative approach that fosters greater 
transparency, accountability, and alignment between private sector practices and 
human security imperatives.
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7 Regional and International Challenges in ASEAN 

7.1 The Paradox of Cooperation and Coordination 

While ASEAN member states have demonstrated progress through regional ini-
tiatives like the ASEAN Regional Forum (ARF), which aims to foster information 
sharing and cooperation, significant gaps persist in achieving effective collective 
action. The ARF’s inherent limitations, particularly the lack of robust enforcement 
mechanisms, as highlighted by Moslemzadeh Tehrani et al. (2013), diminish its 
capacity to effectively counter cyberterrorism. Furthermore, the prevailing empha-
sis on sovereignty and non-interference principles within ASEAN, as noted by 
Wei (2024), creates a reluctance to share sensitive information, impeding deeper 
collaboration and hindering the development of a unified regional response to 
cyber threats. 

7.2 The Impediment of Economic and Developmental 
Divergence 

The economic dependencies and uneven technological advancement among 
ASEAN countries pose a substantial impediment to the collective ability to 
counter cyber threats effectively. The persistent funding deficits for cybersecu-
rity initiatives, as emphasized by Chambers et al. (2004), severely restrict the 
implementation of human security approaches. This disparity in resources and 
capabilities creates a fragmented regional landscape, where some member states 
are significantly more vulnerable to cyberattacks than others, undermining the 
overall security of the region. 

Addressing these gaps and challenges requires a holistic and inclusive 
approach that combines human security principles with technological, legal, 
and collaborative strategies. Key recommendations include developing unified 
regional frameworks that integrate human security principles into cybersecu-
rity governance, fostering public–private partnerships to align corporate practices 
with human security goals, promoting gender-sensitive and youth-centered poli-
cies to protect vulnerable groups, and enhancing international cooperation and 
capacity-building efforts to bridge technological and financial gaps (NSA2/F/ 
FGD, 2024; NSA3/M/FGD, 2024; SA3/F/FGD, 2024; NSA6/M/FGD, 2024). 
While the human security approach offers a promising framework for countering 
terrorist group activities in cyberspace, its successful implementation depends on 
overcoming these critical barriers through coordinated and sustained efforts.
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7.3 Different Roles, Synergy and Potential Conflict 

The roles of state and non-state actors in addressing complex global issues like 
online extremism, cyberterrorism, and human security differ significantly due to 
variations in their priorities, resources, and operational frameworks. These dif-
ferences shape their approaches and lead to both synergies and conflicts in their 
efforts. 

8 Roles and Approaches 

8.1 State Actors 

State actors, encompassing governments, law enforcement agencies, and public 
institutions, predominantly adopt a top-down approach, emphasizing regulatory 
frameworks, enforcement mechanisms, and the protection of critical infrastruc-
ture. Their focus is often driven by national security imperatives, reflected in 
priorities such as prosecuting cybercriminals, enforcing international treaties, and 
safeguarding critical infrastructure (Gargiulo et al., 2024). Furthermore, state 
actors engage in bilateral and multilateral agreements to address transnational 
threats, such as cybercrime and human trafficking, as highlighted by Strating 
et al. (2024). However, their centralized policy-making processes, particularly in 
sensitive areas like data protection, surveillance, and counter-extremism efforts, 
can lead to concerns regarding transparency and accountability, as discussed by 
Reveron and Savage (2020). 

8.2 Non-State Actors 

Non-state actors, including NGOs, private sector organizations, academic institu-
tions, and civil society groups, adopt a more decentralized and human-centered 
approach, prioritizing inclusion, human rights advocacy, and grassroots engage-
ment. They address non-traditional security challenges, such as digital literacy, 
gender equity, and youth empowerment, as exemplified by López-Rodríguez 
et al. (2020). Non-state actors contribute through innovative solutions, includ-
ing research, counter-narrative campaigns, and the leveraging of technology to 
build resilience and prevent radicalization. Their flexible and diverse participation 
allows them to adapt rapidly to emerging challenges and provide direct support 
to marginalized communities, as demonstrated by Nasiritousi et al. (2014).
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9 Synergies 

9.1 Collaborative Governance 

State and non-state actors can forge powerful public–private partnerships, effec-
tively merging regulatory frameworks with community-level interventions to 
address complex challenges like online extremism. For example, law enforce-
ment agencies can collaborate with educational institutions to develop and 
deliver impactful counter-narrative campaigns, leveraging both regulatory author-
ity and grassroots engagement (NSA3/F/FGD, 2024; SA3/F/FGD, 2024;  NSA3/  
M/FGD, 2024; NSA6/M/FGD, 2024). Furthermore, multilateral forums, such 
as the ASEAN Regional Forum (ARF), provide crucial platforms for knowl-
edge sharing, capacity building, and coordinated efforts between governments 
and non-state actors, fostering a more unified and effective regional response, as 
highlighted by Moslemzadeh Tehrani et al. (2013). 

9.2 Capacity Building and Resource Sharing 

Non-state actors often play a vital role in complementing state efforts by pro-
viding specialized expertise, targeted training, and innovative technological tools, 
thereby enhancing state capabilities. This collaborative dynamic is particularly 
critical in regions with limited technical expertise or financial resources, as noted 
by Strating et al. (2024) and Chambers et al. (2004). By pooling resources 
and expertise, state and non-state actors can create a more resilient and effec-
tive cybersecurity ecosystem (NSA3/F/FGD, 2024; SA3/F/FGD, 2024;  NSA3/M/  
FGD, 2024; NSA6/M/FGD, 2024). 

9.3 Holistic Approach 

The synergy between state-driven security measures and non-state-led human 
security principles enables the development of comprehensive and integrated 
strategies. For example, governments can leverage private sector technology for 
surveillance and threat detection, while NGOs simultaneously promote digital 
literacy and inclusion initiatives to address the root causes of extremism. This 
holistic approach recognizes the interconnectedness of security and human rights, 
fostering a more sustainable and equitable response to online threats (NSA3/F/ 
FGD, 2024; SA3/F/FGD, 2024; NSA3/M/FGD, 2024; NSA6/M/FGD, 2024).
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10 Conflicts 

10.1 Divergent Priorities 

State actors often emphasize traditional security, such as surveillance and pros-
ecution, which may conflict with the human-centered approaches of non-state 
actors. For instance, heavy-handed content removal or surveillance by states can 
clash with NGOs’ emphasis on transparency and individual freedoms (NSA1/M/ 
FGD, 2024; NSA3/M/FGD, 2024; NSA5/M/FGD, 2024). 

10.1.1 Jurisdictional and Policy Misalignment 
The transnational nature of cyberspace creates jurisdictional challenges for state 
actors, while non-state actors’ cross-border activities may sometimes undermine 
national regulations. This misalignment complicates efforts to enforce cyber laws 
and combat online extremism (ASEAN, 2018). 

10.1.2 Private Sector Challenges 
Companies in the private sector may prioritize profit over public good, leading to 
a conflict of interest when partnering with states or NGOs. For example, the use 
of AI tools by private entities could perpetuate bias and inequities, further com-
plicating the efforts of human security advocates (NSA3/F/FGD, 2024; NSA4/M/ 
FGD, 2024; SA5/M/FGD, 2024). 

10.1.3 Resource Gaps and Dependency 
Non-state actors often face challenges in scaling their initiatives due to limited 
resources and overreliance on state support. Conversely, states may struggle with 
outdated technology or lack of expertise, particularly in developing regions like 
ASEAN (Song & Hou, 2024). 

The distinct roles of state and non-state actors offer both opportunities and 
challenges in addressing online extremism and broader human security concerns. 
Effective collaboration requires clear role definitions, resource-sharing mecha-
nisms, and respect for differing priorities. By fostering synergies and addressing 
conflicts through inclusive dialogue and shared goals, state and non-state actors 
can create a balanced and comprehensive approach to tackling complex global 
threats.
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11 Conclusion 

This research paper investigates the integration of human security principles into 
cybersecurity strategies within ASEAN member states, focusing on the fight 
against cyber terrorism. The study employs a qualitative methodology, utilizing a 
mix of document reviews, focus group discussions (FGDs), and surveys to gather 
data from both state and non-state actors. The findings reveal a complex interplay 
of traditional and human security approaches, highlighting both progress and sig-
nificant challenges in fostering a truly comprehensive and effective response to 
cyber terrorism. 

The core argument underscores the insufficiency of solely relying on tra-
ditional state-centric cybersecurity measures, which emphasize infrastructure 
protection and technical solutions. While these remain crucial, the study empha-
sizes the urgent need to incorporate human security principles that prioritize 
the well-being of individuals and communities. This necessitates a shift towards 
proactive measures addressing the root causes of online radicalization—socio-
economic inequalities, psychological vulnerabilities, and the spread of extremist 
ideologies. The paper demonstrates how human security approaches, by focusing 
on inclusivity, community empowerment, and digital literacy, can create more 
resilient societies less susceptible to manipulation and exploitation. 

The research highlights several promising initiatives across various ASEAN 
member states. The Philippines, for example, demonstrates a commitment to 
human security through community-based reintegration programs and initiatives 
aimed at gender-sensitive cybersecurity policies. Indonesia’s efforts in incorpo-
rating tailored deradicalization programs, particularly targeting vulnerable groups 
like women and children, and addressing the evolving challenges of online 
gaming radicalization also demonstrate a thoughtful approach. Malaysia’s active 
participation in ASEAN-wide collaborations and initiatives further underscores 
the commitment towards collaborative regional security efforts. These programs, 
often driven by non-state actors like NGOs and private sector entities, illustrate 
that a multi-stakeholder approach fosters inclusivity and creates a more holistic 
response. These collaborations are particularly critical given the complexity of 
cyber threats. 

Despite this progress, however, the study identifies significant gaps and 
challenges. One major challenge is the persistent state-centric nature of many 
cybersecurity frameworks that prioritize infrastructure over individuals and com-
munities. This tendency often overlooks the social and psychological dimensions 
of cyber terrorism. The lack of transparency and trust in institutions, particularly 
regarding data collection and the use of AI tools, hinders effective community



296 M. Ulum et al.

engagement and collaboration. The lack of a unified legal framework across the 
ASEAN region, coupled with jurisdictional and policy misalignments regard-
ing cross-border cyber crimes, further complicates matters. Additionally, existing 
resources are unevenly distributed, leading to disparities in capabilities and access 
to technology, especially in less developed areas within the region. Finally, the 
constantly evolving nature of cyber threats and the emergence of new plat-
forms (such as online gaming environments) necessitates a dynamic and adaptive 
response. 

In conclusion, while ASEAN member states have begun to integrate human 
security principles into their cybersecurity strategies, the implementation remains 
uneven and faces significant challenges. The study strongly advocates for a more 
comprehensive approach that transcends the limitations of a purely state-centric 
approach, embracing human security principles as a necessary and integral part 
of any effective strategy. The path forward necessitates stronger regional collabo-
ration, more robust public–private partnerships, and the proactive engagement of 
non-state actors in addressing root causes and building trust. This collaborative 
approach, by leveraging the strengths and expertise of all stakeholders, can help 
build more resilient communities, foster greater inclusivity, and ultimately con-
tribute to a safer digital environment for all. Furthermore, continuous research 
and evaluation are essential to adapt strategies to the constantly changing cyber 
landscape. A deeper understanding of the complex socio-political factors that 
contribute to online radicalization is crucial to developing truly effective and sus-
tainable cybersecurity measures. This integration of human security perspectives 
is not merely an add-on but a fundamental shift in how cybersecurity is conceived 
and implemented. 
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